Foreman - Bug #13749

Getting avatar from openldap seems to be broken
02/17/2016 04:16 AM - Dirk Gétz

Status: Closed
Priority: Normal
Assignee: Daniel Lobato Garcia
Category: Authentication
Target version: 1.18.0
Difficulty: Fixed in Releases:
Triaged: No Found in Releases: 1.15.0
Bugzilla link: 1573243 Red Hat JIRA:
Pull request: https://github.com/theforeman/foreman/p
ull/5630,
https://github.com/theforeman/foreman/p
ull/5717
Description

| created a user with the following Idif:

dn: cn=dgoetz, ou=users,dc=localdomain

objectClass: inetOrgPerson

cn: dgoetz

sn: Goetz

description: Dirk Goetz

userPassword: {SSHA}SmI4N/QECJfMFprv9sMnTD7KZUg46Yw8
givenName: Dirk

mail: dgoetz@localdomain

uid: dgoetz

jpegPhoto:< file:///root/dgoetz. jpg

When | login with the user the avatar is downloaded and the file is created but is not a valid picture.

# file /var/lib/foreman/public/assets/avatars/6el5a0e85405ddd9f25abc3aeelb2l2ea2cabbfb. jpg
/var/lib/foreman/public/assets/avatars/6e15a0e85405ddd9f25abc3aeelb212ea2cabbfb. jpg: data

If | search the Idap | get:

# dgoetz, users, localdomain

dn: cn=dgoetz,ou=users,dc=localdomain

objectClass: inetOrgPerson

cn: dgoetz

sn: Goetz

description: Dirk Goetz

userPassword:: elNTSEF9U21JNE4vUUVDSmZNRNBydjlzTWS5URDALW1VXNDZZdzg=

givenName: Dirk

mail: dgoetz@localdomain

uid: dgoetz

jpegPhoto:: /9j/4AAQSkZJIRGABAQEBZWFNAAD/4gxYSUNDX1BSTO0ZJTEUAAQEAAAXITGLlubwIQAA
BtbnRyUkdCIFhZWiAHzgACAAKABgAXAABhY3NwIVNGVAAAAABJRUMgclJHQgAAAAAAAAAAAARAAAQA
AS9tYAAQAAAADTLUhQICAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALLA
AAAAABF jcHJOAAABUAAAADNKZXNJjAAABhAAAAGx3dHBOAAABS8AAAABRiIa3BOAAACBAAAABRYWEF1aA
AACGAAAABRNWEF1aAAACLAAAABRIWF1aAAACQAAAABRKDWSkAAACVAAAAHBKDOWRKAAACXAAAATh2dW
VkAAADTAAAAIZ2aWV3AAADIAAAACRsdAW1lpAAAD+AAAABRt ZWF zAAAEDAAAACROZWNOAAAEMAAAAAX
yVFJDAAAEPAAACAXNVFJDAAAEPAAACAx1VFJDAAAEPAAACAXOZXhOAAAAAENVCH]lyaWdodCAoYykyg
MTk50CBIZXdsZXROLVBhY2thcmQgQ2 9t cGFueQAAZGVzZYWAAAAAAAAASCc1JHQIBJRUM2MTk2N10yL
JEAAAAAAAAAAAAAABIZzZUkdCIEIFQzYxOTY2LTIuMQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAWF1aIAAAAAAAAPNRAAEAAAABE sxYWVOgAAAAAAAAAAAAAAA
AAAAAAFhZWiAAAAAAAABVOgAAOPUAAAOQWE1aIAAAAAAAAGKZAAC3hQAAGNPYWVOogAAAAAAAATKAA
AA+EAAC2z2R1c2MAAAAAAAAAFKk1FQyBodHRWO18vd3d3LmllYy5jaAAAAAAAAAAAAAAAFKIFQyBod
HRwOi8vd3d3LmllYy5jaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAABkKZXNJAAAAAAAAACSJRUMgNJESNJYtMi4xIER1ZmMF1bHQgUkdCIGNVvbG91ciBzcGF JZSAt THN
SROIAAAAAAAAAAAAAACSJRUMgN JESNJYtMi4xIER1ZmMF 1bHQgUkdACIGNVvbG91ciBzcGEF jZSAt THNS
ROIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAZGVZYWAAAAAAAAASUMVMZXI1bmN1IFZpZXdpbmcgQ29uz
Gl0aWOuIGluIElFQzYxXxOTY2LTIuMQAAAAAAAAAAAAAALFJ1ZmMVyYZWS JZSBWaWV3aWsnIENvbmRpdG
1vbiBpbiBJRUM2MTk2N1i0yLIEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAHZPZXCAAAAAABOK /gA
UXy4AEMBUAAPt zAAEEWSAAlyeAAAAAVhZWiAAAAAAAEWIVOBQAAAAVX / NbWVhcwAAAAAAAAABRAAAA
AAAAAAAAAAAAAAAAAAAAAO8AAAACC21INnIAAAAABDULQQY3VydgAAAAAAAAQAAAAABQAKAASAFAAZA
B4AIwAOACOAMgA3ADSAQABFAEOATWBUAFkAXgBJAGGAbOBYAHCAFACBAIYAIwCQAJUAMGC fAKQAGQ
CuALIAtwC8AMEAxgDLANAAIQDDLAOAASQDrAPAA9gD7AQEBBWENARMBGQE fASUBKWEYATgBPgFFAUW
BUgFZAWABZwWEFUAXUBfAGDAYsBkgGaAaEBgQGxAbkBWQHIAJEB2QHhAekB8gHO6AGMCDAIUAKOCIgIV
AjgCQQILALQCXQINANECegKEA04CMAKIAQwWCtgLBASSC1QLgAUSC 9QMAAWSDFgMhAY ODOANDAQ8DW
gNmA3IDfgOKAS5YDogOuA70DxXxwPTA+AD7APS5BAYEEWQUBCOEOWRIBFUEYWRXBH4E jJASaBKgEtgTEBN
ME4QTwBP4FDQUCBSsFOgVJIBVgEZwV3BYYF 1gWmBbUFxQXVBeUF9gYGBhYGIwY3BkgGWQZgBnsGjAa
dBg8GwWAbRBUMG 9QcHBxkHKwc9BO8HYQA0B4YHMQesB78H0gf1B/gICwgfCDIIRghaCG4IggiWCKoI
vgJjSCOcI+wkQCSUJOglPCWQJIeQmPCaQJugnPCeUJ+woRCicKPQpUCMoKgQgYCq4KxQrcCvMLCwsiC
zkLUQtpC4ALMAUWC8gL4Qv5DBIMKgxDDFwMdQyODKcMwAz ZDPMNDQOmMDUANWG10DY4NgQ3DDdA4N+A
4TD140SQ5kDn80mw62DtI07g8JDyUPQQ9eD30P1g+2zD88P7BAJECYQOxBhEHAQMxCS5ENCQIRETETE
RTxFtEYWRghHJEegSBxImEkUSZBKEEqQMSwXL JEWMT IXNDE2MTgxOKES8UTS5RQGFCcUSRRGFISUrRTO
FPAVEhUOFVYVeBWbFbOV4BYDFiYWSRZsFo8WshbWFvoXHRABF2UXiReuF9IX9xgbGEAYZRiIKGK8Y1
RJj6GSAZRR1IrGZEZtxndGgQaKhpRGncanhrFGuwbFBs7G2MbihuyG9ocAhwgHF Icexy JjHMwc 9R0eHU
cdcB2ZHcMd7B4WHkAeah6UHr4e6R8THZz4faR+UH78f61AVIEEgbCCYIMQg8CECcIUghdSGhIc4dh+yI
nIlUigiKvIt0jCiM4I2YJ1CPCI/AkHyRNIJHwkqgyTaJQklOCVoJzZelxyX3JicmVyaHJrem6CcYJOkn
eierJ9woDSg/KHE001 jUKQYpPOClrKZ0pO0CoCKjUgqaCgbKs8rAis2K2krnSvRLAUsOSxuLKIs1lyOML
UEtdi2rLeEuFi5SMLoIuty7ulyQvWi+RL8cv/ JAIMGWwWpPpDDbMRIXS jGCMbox 8 jIgMmMymzLUMwOZR j
N/M7gz8TQrNGUOnjTYNRMITTWHNCI1/TY3NnI2r jbpNyQ3YDecNIc4FDhQOIwdyDkFOUIS5fzm80fk
6Njp00rI67zst02s7qjvoPCc8ZTykPOMII j1hPakE94D4gPmA+oD7gPyE/YT+iP+JATIOBkQKZAS50Ep
QWpBrEHUQjBCckK1QvdDOkNIQ8BEAORHRIPEZzZkUSRVVFMkXeR1JGZ0arRvBHNUd7R8BIBUhLSJFI1
0kdSWNJIqUnwS jdKfUrESwxLUOuaS+JIJMKkxyTLpNAkKk1KTZNN3E41Tm50t08AT01Pk0/dUCAQcVCT7UQ
ZRUFGbUeZSMVJB8USdATEINfU6pTI1IRCVIIU21UoVXVVW1YPVIxWgVb3VORXk1fgWCOYEVILWRpZavm
4WgdaV1gmWvVbRVUVW+VCNVYGXNZdJ114XcleGl5sXr1fD19hX7NgBWBXYKpg/GFPYaJdhOWJJYpxi
8GNDY5dj62RAZJRk6WU9IZ2ZJ152Y9ZpIm6GCcIZ5NN6Wg/aJzo7GlDaZpp8Wplap9g92tPabdr/2xXb
K9tCGlgbbluEmSrbsRvHM94b 9FwK3CGcOBxONGVcEByS3KmcwFzXX04dBROCHTMdSh1hXXhdj52m3
b4d12z3s3gReG54zHkgeY1553pGeqV7BHE je8J8IXyBfOF9QX2hfgF+Yn7CfyN/hH/1gEeAqIEKgWu
BzYIwgpKC9INXg7gEHYSAhROOFR4AWrhg6GcobXhzuHndgEiGmIzokziZmJ/opkisgqLMIuWi/yMY4zK
JTGNmI3/jma0z082j560BpBukNaRP5GokhGSepLjk02TtpQglIqUoJVElcmWNJIaflwgXdZfgmEyYu
JkkmZCZ/JpomtWbQpuvnByciZz3nWSdOp5Ang6fHZ+Ln/ggaaDYoUehtgImopajBgN20+akVgTHpT
ilgaYapoum/adup+CoUgqjEgTepgaocqo+rAgqt 1g+msXKzQrUStuK4trqGvFg+LsACwdbDgsWCx1rJ
LssKzOLOutCWOnLUTtYg2AbZ5tvC3aLfguFm40blKucK607gluy67p7whvJu9Fb2Pvgg+hL7/v3q/
9cBwwOzBZ8Hjwl/C28NYWITEUCTOxUVFYMZGxsPHQce/yD3IvMk 6ybnKOMg3yzbLtswlzLXNNc21lz
JbOts83z7JQ00dC60TzRvtI/0sHTRNPG1EnUy9VO1dHWVdbY11zX4Nhk20jZbNnx2nba+9uA3AXcit
003ZbeHN6i3ynfr+A24L3hROHM41Pi2+Nj4+vkc+T85YTmDeaWsx/ngqegy6LzpRunQ6lvgsbetw6/v
shuOR7ZzuK0O6070DvzPBY80XxcvH/80zzGfOn9IDTOwvVQId72bfb794rdGfio+Tj5x/pX+uf7d/wH
/Jj9K£26/kv+3P9t////2wBDAAMCAgMCAGMDAWMEAWMEBQGFBQQEBQOHBWY IDAOMDASKCwsSNDhIQD
Q4RDgsLEBYQERMUFRUVDAS8XGBYUGBIUFRT/2wBDAQMEBAUEBQkKFBQkUDQsNFBQUFBQUFBQUFBQUFEFB
QUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFBT/wgARCAAeAB4ADAREAAhEBAXER/8Q
AGWAAAQQDAAAAAAAAAAAAAAAACAMFBgCAAGT/XAAUAQEAAAAAAAAAAAAAAAAAAAAA/ 9O0ADAMBAAIQ
AXAAAAEQT jFxUwg8mg+FeglCwIYAYXGpIT//xAAfEAABBAICAWAAAAAAAAAAAAAFAQMEBGACBXIQE
RT/2gAIAQEAAQUCZz600JTfsvgsm7RsSyujGWm8Dao21d4djKD+XZzQ4hWbeOtbB+a6TNonrOUBDEKFE
J//8QAFBEBAAAAAAAAAAAAAAAAAAAAQP /aAAgBAWEBPWEH/8QAFBEBAAAAAAAAAAAAAAAAAAAAQP/
aAAgBAgEBPWEH/8QAKRAAAGEDAGQFBQAAAAAAAAAAAQIDAAQRITEFEBITIiMyUWFDUNGBof /aRAAgB
AQAGPWK jCmrKMt 8URsw5 9y LvPcHGF jbHh+aEjPI70Pq7 j1i4fu3RGVto/Ufz7CpZuNPNYhdYGtCeg
fb+61xbCXhhP1wE+JF23pns3IkTlwyaMtX11KcvIMx/ugrUZ5PNbP00ydBx7V//xAAhEAEAAQMDBQ
EAAAAAAAAAAAABEQAhMRBBUWFxgZHBsf/aAAgBAQABPYGohA6ZiDipTNyfdYU2KYscHN6GOGON5h9
ukyGTONn9D4mhWchwy 7TPVzxRCeSPMAi+7EsmVoAdEbu430pTM7wOCzsAB4g8gs5xUgeski jIf1f/
2gAMAWEAAgGADAAAAEIBJBJJIBP/EABQRAQAAAAAAAAAAAAAAAAAAAED/2gATAQMBATEQR/ /EABQRA
QAAAAAAAAAAAAAAAAAAAED/2gAIAQIBAT8QB//EABOQAQEAAGIDAQAAAAAAAAAARAAERACEXYRBBUZ
H/2gAIAQEAAT8QzhI jdTppax6lzgv7/AdtHgPsd/ j88mGSFiSuhFBRbtwlMaiEaB34tg7tFgKdMj7GM
OMIH+EYghXKyfriMzZJ8dnIbYLCVxzogN3CCivsTgY6xhJuzNA6ZPgwluKCor7nYY7QAKVPrs5/9k=

And if | copy the base64 string to a file, join the lines and decode it, | get a valid jpeg back.
# cat /tmp/base64 | base64 -d > /tmp/dgoetz.jpg
# file /tmp/dgoetz. jpg

/tmp/dgoetz.jpg: JPEG image data, JFIF standard 1.01

So something seems to be broken, but looking in the code | have no idea what. When | tried to remove the decoding and output the
file in binary | already got some content not maching the base64 string and if output was not written binary | got an empty file. Also
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removing the to_utf8 for testing showed the same result.

Related issues:
Has duplicate Foreman - Bug #15127: Photo attribute configured for LDAP sourc... Duplicate 05/22/2016

Associated revisions

Revision 87194fab - 06/07/2018 03:53 PM - Daniel Lobato Garcia
Fixes #13749 - Handle Base64 and binary LDAP avatars

Before this change, we would always try to Base64.decode absolutely any
avatar. This resulted in broken images, as sometimes the avatars are
automatically turned into binary by net/ldap. In such cases, we want to
save that directly, no decoding needed.

We also had a minor bug - when a user gets its LDAP avatar updated, the
old one could not be deleted. This results in broken log in. The bug

was quite minor, the variable where the file was supposed to be was
simply undefined.

History

#1 - 04/22/2017 01:16 PM - John Beranek

I'm seeing this issue too, the avatars obtained from our Active Directory are not being saved correctly:

$ od -c /var/lib/foreman/public/assets/avatars/54cf8135e2114eb915bcbfaf162{324eeab26293.jpg
[18:14:38]

0000000 $ R 005034 p276 \b257 (270 %

0000013

There is also another issue, as when the Foreman pages try to download the avatar image they get a 404:

foreman-ssl_access_ssl.log:10.4.4.48 - - [22/Apr/2017:18:12:44 +0100] "GET /images/avatars/54cf8135e2114eb915bcbfaf162f324eeab26293.jpg
HTTP/1.1" 404 1564 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/57.0.2987.133 Safari/537.36"

This is with Foreman 1.14.3/Katello 3.3.1

#2 - 06/06/2017 06:33 AM - Thomas Steudten

- Priority changed from Low to Normal

Hi

foreman-1.15.0 contains the same bug. | tried a little bit to find out what happen.
My fix is this:

Edit in this file: /usr/share/foreman/app/models/auth_sources/auth_source_ldap.rb like this:
def store_avatar(avatar)

#avatar = avatar.to_utf8

avatar_hash = Digest::SHA1.hexdigest(avatar)

avatar_file = "#{avatar_path}/#{avatar_hash}.jpg"

unless FileTest.exist? avatar_file

FileUtils.mkdir_p(avatar_path)

#File.open(avatar_file, 'wb') { |f| f.write(Base64.decode64(avatar)) }
File.open(avatar_file, 'wb") { |f| f.write(avatar) }

end

avatar_hash

end

Maybe you have to add one more symbolic-link here: /var/lib/foreman/public/images -> assets.
Keep sure, to set the owner and group to foreman:foreman.

Restart foreman and httpd and it will give you the avatar picture back.

file 4043ebcd4b8943415326££6d78£887c7a040ebb62. jpg
4043ebc4b8943415326££6d78£887c7a040ebb62. jpg: JPEG image data, JFIF standard 1.01

Thomas

#3 - 11/26/2017 12:32 PM - Tomer Brisker
- Has duplicate Bug #15127: Photo attribute configured for LDAP source, image not displayed added

#4 - 02/12/2018 04:41 PM - Dirk Gétz
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| can confirm the mentioned fix works.

For the code change | could create a pull request, but | have no idea where the symlink has to be created or if it would be better to change the URL
instead (where | could not find the origin of).

#5 - 03/26/2018 03:02 PM - Derek Wright

Did some testing on this and the issue appears to be that net/ldap will automatically convert the base64 data to binary representation
(Net::BER::BerldentifiedString). We can check the type by doing the following in app/models/auth_sources/auth_source_ldap.rb(line 218):

avatar = avatar.instance_of? (Net::BER::BerIdentifiedString) ? avatar : avatar.to_utf8

Now, where I'm getting hung up is how we want to handle writing the data, | don't want to move the base64 decode up sooner in the logic as it will
increase overhead on every login. There is also the possibility to maybe use MimeMagic and detect the current filetype and if its not image/jpeg,
overwrite the file (this will also have a small performance penalty). Looking for some thoughts on how best to implement that part from the Devs.

app/models/auth_sources/auth_source_ldap.rb(line 224):

File.open (avatar_file, 'wb') { |f]| f.write (Base6b4.decode64d (avatar)) }
# This base64 will only need to be done if its NOT instance_of Net::BER::BerIdentifiedString

#6 - 04/30/2018 03:07 PM - Suraj Patil
- Bugzilla link set to 1573243

#7 - 05/31/2018 02:22 PM - The Foreman Bot
- Status changed from New to Ready For Testing
- Assignee set to Daniel Lobato Garcia

- Pull request https://github.com/theforeman/foreman/pull/5630 added

#8 - 06/07/2018 03:54 PM - Tomer Brisker

- translation missing: en.field_release set to 353

#9 - 06/07/2018 04:01 PM - Daniel Lobato Garcia
- Status changed from Ready For Testing to Closed
- % Done changed from 0 to 100

Applied in changeset 87194fab8d485084cbad7c407a6579d9618aac56.

#10 - 06/27/2018 06:04 AM - Ondfej Prazak
- Triaged set to No
- Pull request https://github.com/theforeman/foreman/pull/5717 added

#11 - 06/27/2018 06:04 AM - Ondrej Prazak

- translation missing: en.field_release changed from 353 to 330
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