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Puppet server ciphers updated in 2.0 but old ciphers can remain in answers
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Status: Closed   

Priority: Normal   

Assignee: Ewoud Kohl van Wijngaarden   

Category: foreman-installer script   

Target version:    

Difficulty:  Fixed in Releases: 3.11.0

Triaged: No Found in Releases: 2.0.0, 3.10.0

Bugzilla link: 2270513 Red Hat JIRA: SAT-24073

Pull request: https://github.com/theforeman/foreman-i

nstaller/pull/928

  

Description

In foreman-installer 2.0 we updated the ciphers for puppetserver, but didn't introduce a migration to update existing installations.

Users from very old installs will still use the insecure ciphers. This breaks on FIPS and leaves other users more vulnerable than they

need to be.

The commit in question was: https://github.com/theforeman/puppet-puppet/commit/8cc4e3094d5bbd6d05d794e087816934e1697a87

Associated revisions

Revision 0764f7e8 - 03/28/2024 04:55 PM - Ewoud Kohl van Wijngaarden

Fixes #37306 - Reset Puppetserver ciphers if needed

In foreman-installer 2.0 we updated

1

 the ciphers for puppetserver, but

didn't introduce a migration to update existing installations. Users

from very old installs will still use the insecure ciphers. This breaks

on FIPS and leaves other users more vulnerable than they need to be.

[1]: https://github.com/theforeman/puppet-puppet/commit/8cc4e3094d5bbd6d05d794e087816934e1697a87

History

#1 - 03/28/2024 12:57 PM - Ewoud Kohl van Wijngaarden

- Description updated

#2 - 03/28/2024 01:10 PM - The Foreman Bot

- Status changed from New to Ready For Testing

- Assignee set to Ewoud Kohl van Wijngaarden

- Pull request https://github.com/theforeman/foreman-installer/pull/928 added

#3 - 03/28/2024 04:55 PM - The Foreman Bot

- Fixed in Releases 3.11.0 added

#4 - 03/28/2024 05:00 PM - Ewoud Kohl van Wijngaarden

- Status changed from Ready For Testing to Closed

Applied in changeset installer|0764f7e886fa5650b8e2c46e25e9f754e8c11311.
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